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Washisgion, D.C, 20505

28 May 2010

Mr. James Tucker

Mr. Shane Witnov

Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Reference: F-2010-00065
Dear Messrs. Tucker and Witnov:

This 1s a final response to your 6 October 2009 Freedom of Information Act (FOIA)
request seeking “all records . . . concerning the use of social-networking websites . . . for
investigative . . . or data gathering purposes created since January 2003.” We processed
- your request in accordance with the FOIA, 5 U.S.C. § 552, as amended, and the CIA Information
Act, 50 US.C, § 431, as amended. Our processing included a search for records as described in
our 16 October 2009 acceptance letter existing through the date of that letter.

We completed a thorough search and located documents rcsponsive to your request. One

document can be released in full and two documents can be released with redactions made based
on FOIA exemption b(3).

- Sincerely,

Delores M. Nelson
Information and Privacy Coordinator
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at the DNI Open Source Conference 2008

(as prepared for delivery)

September 12, 2008

Thank you, Doug, }t's a pleasure to be here. I'm a huge fan of open source intelligence and the
Open Source Center. As a career intelligence officer, I'd like to start today with an observation
that might surprise some of you whe are not; Secret information isn’t always the brass ring. In
fact, there's something special about solving a problem or answering a tough question with
information that others are durnb enough to leave out in the open,

That came home to me years age when I was defense sttaché in Bulgaria. Of course, I read the
state-run press, watched the state-run TV, and made all kinds of official contacts, I was a little
dry, but it tald me what the government was saying and how it acted. There was other
information—also freely available~that I collected in less open ways. The key was knowing
what 1o look for, and being in a position to see it.

Today, the job of intelligence officera is a lot harder, and 4 lot different. But the eollection,
analysis and dissernination of information from open gources is as vital as ever, This
conference, covering such a broad array of topics and including virtually every stakeholder in
the npen source enterprise, makes abundantly clear the rich potential, far reach, and real
impact of open source infelligence. .

It's something I appreciated even before my tour in Bulgaria and have carried forward since. A
little over three years ago, a small group of us sat down to figure out what the Intelligence
Community should look like under the newly created Director of National Intelligence. John
Negroponte was DNT and I was his deputy. We set up shop just a few blocks from here, taped
butcher paper on the office walls, and literally sketched out the shape of a DNI-Jed Intelligence
Commuuity. ‘ ' ’

There was 2 Jot to think through, but it didn’t take long to identify the way ahead for open
source. In fact, we saw the establishmexnt of the Open Source Center as one of the three most
important objectives for the ODNI in jts first year. Establishing the National Clandestine
Service at CIA and the National Security Branch at FBI were the other two. :

h;tps://wwwAcia.govfnews-informéﬁorx/specches.tes!imony/specches~wstimony-arqhives20,.. 5/19/2010
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Although we considered a couple of options for creating the Center, we decided that building

- on the expertise and capabilities of the Foreign Broadcast Information Service and placing the

Center in C1A made the most sense. FBIS represented the strongest possible foundation on

" which to build, with capabilities ranging from media and Internet collection, to research and

analysis, to advanced information technology, database acquisition, and training.

So the aim from the start has been to build and strengthen those capabilities while extending
their reach. Also from the start, we made the CIA Director executive agent for open source. The

'DCIA would be responsible for the Center’s suecess, not just in such traditiona) rofes as

collector, analyzer, and disseminator of open source intelligence, but in the new, broader role
as Community leader working to expand open sonree eapabilities, tradecraft, expertise, access,
products, and s on,

1don't offer this bit of history as a lesson in the IC wiring diagram, but rather to make a larger
point: Open souxce intelligence is widely recognized as both an essential capability and a -
formidable asset in our national security infrastructure.

As the DNI's stretegic plan puts it, quote, “no aspeet of collection requires greater
consideration or holds ruore promise than open source information.” Here's why: Those
working in this discipline axe at the nexus of two intensely dynamic industries—media and
information. Moreover, while the Internet has revolutionized human interaction, there is still
much to learn about its impact and the opportunities it presents. Also, the questions our
customers ask-~policymakers, military commanders and others—demand unique contributions
from open source. :

So, at ClA, one of the first things I did as Director was to make Doug Naquin a direct report to
me. And early in my tenure, I visited two of the Bureaus, One stop was meant simply to be a
courtesy call, but it turned into 2 three hour visit that was absolutely fascinating. Talk about
time on target; talk about expertise with regard to that target. Those folks really had it, and

_they affirmed my view that the OSC is a priceless resource whose success needs to be reinforced

and shared throughout the Community,

Today, Doug is with us three days & week at senior staff meetings. And open source has a seat at
the table with CIA's other core disciplines as the Agency makes decisions about resources and
plaus for the future, Open Souree is a key component of our own strategic blueprint, ealled
Strategic Intent, That's the importance we attach to it.

As I indicated a few minutes ago, my job as “executive agent” for the Open Source Center is to

help it achieve two primary gogls:

« First, to be a highly effective callector and producer of intelligence in its
own right; : }

« Ang second, to be a catalyst for the larger Community open source
enterprise about which you heard Doug Naquin speak yesterday.

So how are we doing? One irony of working the open source side of the intelligence business is
that the betrer we get, the less we can talk about it. We are often addressing requirements or
questions that are sensitive by nature, And open source, while valuable in its own right, is
typically cambined with information from the other “INTs.” That's when it packs the most
punch. :

What I can tell you is that open source intelligence contributes to national security in unique
and valuable ways virtually every day. Take the recent Russia-Georgia confliet or Pakistan's
political upheaval. Finished intelligence delivered to policymakers on those subjects routinely
intégrated open sources and analyses based on open sources, inclading mainstrear media,
video, and blogs.

https:/fwww,cia.gov/mews-information/speeches-testimony/speeches-testimony-archive-20...  5/19/2010
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. That kind of work is invalﬁable‘ We conldnt claim to do all-source analyais without it, And it's

a hageline that helps us define what is truly secret, allowing us to better fucus our ¢landestine
capabilities. :

Open source also helps us nnderstand how others view the warld. Without that undexstending,
we would fail in our obligation to provide insight, not just information.

* Last spring, I had the privilege of speaking out at Kansas State University a3 part of their.

Landon Lectire Series. One of the main points X wanted the students 1o take away was how
erucial it is for us, as a nation, to understand others’ viewpoints—those of friends and
adversaries alike. We cannot be myopic, secing things orly through an American lens. It's not.
only arrogant, it's dangerous.

The lecture focused on the growing complexity of the world, and the fact that international
relations in the 21% century will be shaped by a greater number and more diverse set of actors

than in the 20'h century. The overriding challenge this presents to those of us responsible for
OUr nation’s security is that we must do a better job of understanding cultures, histories,
religions, and traditions that are not our own. Open source officers have an important role in
that. They expose 1s to perspectives we might not see otherwise, broadening cur understanding
of the world. There is nothing more fundamenta) to oux mission.

Moving on to goal number two—our responsibility to lead the Community in unleashing the
full potential of open source—we can be very proud of the progress made in the last two years.
Just a few examples: '

w» OSC now provides the White House Situation Room with more than 340 real-time video
feeds from television broadeasts around the world. '

= It provides daily highlights to EUCOM through a customized Internet portal,

e It has formed new collaborative relationships with foreign partners, the private sector
and other elements of oux government, We're taking advantage of expertise across the

. spectrum, from NGA headquarters in Bethesda, to the Foreign Military Stdies Offjce at
Fort Leavenworth, Kansas, to the Asian Studies Detachment in Camp Zara, Japan.

= 0SC also has expanded its training of officers across the Community. Almost half of the
-Open Source Academy's students this year work for organizations other than CIA.
Troops stationed in Iraq and Afghanistan, personnel from homeland security fusion
centeys, and dozens of foreign partners are among those who have participated in the
academy’s courses,

» Perhaps most importantly, the Center is making more intelligence-related content
available to more people in government than ever before, Almost 15,000 people~—from
gtate and local governments, to Congress, to palicymakers—regularly use
OpenSource.gov to access not only OSC material, but date and products from more than
100 other organizations, :

We want to build on this momentum. That's what drove the Action Plan Doug unveiled this
week, It is strategic in nature, but focuses on practical, near-term objectives, We've set the path
and now we'ra going to execute. ‘

Today, I am pleaged to announce the creation of 2 new Community-wide governing board that
will guide us as we move forward, The Open Source Board of Governdrs, which will consist of
all primary open source producers and stakeholders in the IC, will lead an integrated approach
to exploiting openly available information. The Board of Governors will st strategy and

https://www.cia.gov/néws-infonnéﬁon/spéeches—téstimonylspeeches—testimony-archive-20.,. 5/19/2010
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*' " priorities for our open source enterprise based on input from all who want to ensure its
suceess.

We see it a5 & forum where congensus can be reached on how best to use our collective
resources both today and into the future. The Board will consider things like IT strategy and
policies, centralization of serviges such as training and content acquisition, and standardization
of tradecraft. The idea is to set direction and priorities in a way that allows each element of the

" Open Souree enterprisé to develop and make the most'of its open-source capabilities in- - -
supporting national security, ‘ '

Sinee early last year we've had a similar governing Body for the HUMINT Community. It has
been a very effective forum for all agencies involved with buman intelligence to discuss shared
challenges and bring forward ideas for greater collaboration. . :

‘The new Open Source Board will meet quarterly, with the first session to convene before the
end of this year. At that meeting, we'll set a work plan for the upcoming fiscal year, with key
milestones and decision points, Both the Action Plan and the Governing Board will help ensure

that we maintain the very good trajectory we've been on for a number of years now—really
since 9/11, -

Yestetday, we marked a solemn anniversary, seven years since the attack on our homeland.
That one, terrible day prompted action on many levels, and the Intelligence Community can be
proud of the work it has done. Together with partners across the country and across the world,
we have kept the United States safe,

But we owe it to the American peaple never to be fully satisfied with the job we're doing, We
owe it to them to constantly ask ourselves, “How can we better achieve our mission?”

There is abundant evidence that we are asking that question and challenging ourselves in the
open gource arena. Thank you all for being part of this exciting effort 1o push our capabilities to

their highest level. And thank you for your energy and dedication 29 we continue to serve our
fellow citizens to the best of our ability. : ‘

» Privacy

« Copyright

n Site Policies
= USA.gov

s FLU.gov

= FOIA

= DNILgov

'a NOFEAR Act
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2, intelligence turns to open market for data

Bob Brewin, NexiGov.com, 12 September 2008

The global explosion In Internet-baved new media has mads open saurce information invaluable (o
intelligance agencies, CIA Direcior Michael Hayden sald on Fr)day 8l the ODNI Open Scurce

Conference In Washington.
Sections of tha presidenl's daify inlefligence brief are "derivad exclusively from open gaurge
Intelligenca™ Maydan oid [he confarente, whizh atiracisd mors han 3,000 aitandaas from
Intelligence agancies, acadermia and industry. Thuee seclions bear $he slamp of the Office of the
Dlracior of National intelligence's Opas Source Contar, .

Devetopment of 2n open seurce Inteliigence orgenization was ane of three ey objactives for tha

ODNI when 1 we3 creeted n 2006, Hayden sald, justbehind the eslablishmenl of a cenisal
" clandeatine gervice branch and ¢ securily tranch within the FBL. The Open Sourca Carter, which la

managed by the CIA and serves the entire Inteiiigence communtty, has patd rich dividendy since It
wentinio apsration In Novernber 2008, he noted,
QODNI butly the center around the ClA's Forelgn Broadeast Inteligenco Sepvica which manhors
ovarseas radio end television programa, aad today uses thel cora capsblity to pump mare than 300
forelgn TV breadessts into Inlglligence operationg cenlers, Hayden said.
Doug Nagquin, director of the Open Source Genter, sald medla monijlorad by his enalysts include

blogs, chat rooms, aind saclat networking sites such as YouTube and MySpace.Hayden sald such
media sllows inteligence enalysts to engage In the Kind of soclal interacrion with farelgn Badelles

that he had 1o 6o In parsan whila sorving as an Air Fores attathé in the mig-1980s,
Monitoring thoso Sltes raquires analysts to develop modern teennical and enalylical skills o integrate

informelion derved from these sourzes, Naquin sald.
Besides Imckingnew media piles, snalysts must ba able te igure pul how panidpanls intefactin a
chat roam, (or axample, end undergland (he netwatke (hey use, he addad, Analysts alse must keep
up with new farms of tachnslogy gueh as moblle phone cameras, Naquin eaid, anddetermine how

{hey cen ba uged lo influance public opinlan.

Glenn Gafiney, depuly direcior of Nabona! Intelligence for Coliection, seid agencies should cacrult
younp analysis from whal ha caliad tha "masheup generalion® whe can inlegrate dala lrom dispersie
18, dala and vidao scurcas, The msights dorived (rom such an exarclse can make “open saurce the

first gource”, Gafney seid, edding that Ihese smployess have the lechnical skills }acking in older

genafallons of analysts,
Adversaries have leamed to use new madia to Spread disinformation, and Naquin pointed out that
“informetion dues not heve to be (rue  have an Impacl.* Joa Goldberg, a CIA veteran wha now
&8rves as the director of business lnle!lzgence Tor Matorola noled an eneneous news story on the
Fart Lauderdalo, Fia., Sun-Senlinel Wab gile on Monday, which said United Alriines had deslered

bankrupicy,
That story turnad out o be six years oid, but by tho ime Unlied managad to gel ihe facls oul, lhe
valve of ite gtock hag dropped 73 percant, he sald.

Though opan source informadon s unclagsified. Naquin gsid the Ins:ghl the Open Sourca Genter
dorives fram ILis often $o rovealing ihat “we arc pressed to classify 1" Open source intalligence has
become such a “formidable esual” Hayden sald, hat even though His orlgin ls unclassified, four

Intorestin [t1s not.”
11 2006 BY NATIONAL JOURNAL BGROUP, INC. ALL RIGHTS RESERVED
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26, CIA Monitors YouTube For Intelfigence
U.S, spias ara iooking increasingly online for inleliigence and they've bacoma mejor consumers of

soclal madia.
Thomas Claburn, InformationWaak.com, 6 Fabruary 2008

In keaping with ts mandale to gatner inteliigence. the CIA Is watohing YouTube.

LLS. spies, now under the Director of National Intelligence (DNI), are laoking Intreesingly oniirie for
inteliigence; they have become major consumers of social madia.

"We're looking at YouTube, which carries some uniqus and honesido-goodness intelligance,” sald
Doug Naquin, director of tha DN) Open Source Center (OSC), In remarks to {he Ceniral Intelligence
Hetireas' Associstlion last Oclober. *We're looking al chet reoms and thinga thes didn't axist five yoars
200, and trying lo siay shesd. We have groups looking &l whal ihey call 'Citizens Mad:a" peaple

teking plctures with thelr cell phanes and posling lhem on the (aiemnef.”

In Novembor 2008, the OSC gubsumed the CIA's Forsign Broadcas! Informatlon Service, which
housed the agency's fareign media analysts, The OSC is responsibla for collecling and analyzing

public information, including internsl content,

Steven Altergood, dirgctor of the Federation of American Sciantists profec on government secrey
posted transcript of Nequin's remarks on his blog, ™l found the speech inlaresiing and thoughthul,* he
g8id in an e-mal, *l would not hava thought of YouTube as an obvious éourca of intaliigence, but |

think it's & good ilgn thet the Open Source Center is looking atil, and at other rew media."

Net avaryans In the inteliigence community sees the value in opan source inlelligence, “(Wie slill
have an education problem an both ends, both wilh the folis who afe proponents of opan saurce but
pernaps dop't know exactly why, and folks Intermally who are slill wondening why | am sitling at the

same table {hey are." said Naguin,
But furiher peceplance of open source inte\ligence, of the Inlemne| and sociai media, seama inevitable
In the inleligence community i only because Iraditional media is becoming lass reievant, "What
* we'ra deeing [in) actuality is a decling, 3 refalively rapic decline, In the Imgact of \he printed press —
wadilional medie,” said Naquin. "A jol more is digilal, ang = lol more i8 online, It's alse a lol mora
social. Interaction Is a much blager pari of medis and news than it ussd to ba.”

Despite ils name the Opan Source Center hasn't pravan lo be particylerly open with ils findings
“One area where Mr. Naguin's Center falls shon, in my nplnion, is in public sccass @ its produdts,
which fs very limiled," sald Aftergaod. ™) know thal thara are some copyright barrlars lo open
publication of foraign media hams. Bul there shouldn't be any such barress to ralaase of the Centar's

own analytical products, And yet they are hard to tome by. | hope this s one aspect of the Cenler's
aclivities that will ba recansiderad.*

Copyright L) 2007 CMP Media LLC
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